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Abstract— With the ever increasing deployment and usage speed of convergence was accelerated by using a combina-
of gigabit networks, traditional network anomaly detection tjon of Bloom filters, data summaries and associated arrays.

based Intrusion Detection Systems have not scaled accordingly. i
Most, if not all, systems deployed assume the availability of The clustering approach that we propose can be used to

complete and clean data for the purpose of intrusion detection. Process incomplete and unlabelled data. To the best of our
We contend that this assumption is not valid. Factors like knowledge, there have been no prior attempts to investigate
noise in the audit data, mobility of the nodes and the large the effects of incomplete datasets in anomaly detection. Th
amount of network data generated by the network make it sglient features of SCAN are:

difficult to build a normal traffic profile of the network for ; )
the purpose of anomaly detection. From this perspective, we ° Improvements in speed of convergerie use a com

present an anomaly detection scheme, called SCAN (Stochastic ~ bination of data summaries, Bloom filters and arrays to

Clustering Algorithm for Network anomaly detection), that accelerate the rate of convergence of the EM algorithm.
has the capability to detect intrusions with high accuracy even o Ability to detect anomalies in the absence of complete
when audit data is not complete. We use the Expectation— audit data We use SCAN to detect anomalies in net-

Maximization algorithm to cluster the incoming audit data

and compute the missing values in the audit data. We im- work traffic in the absence of complete audit data. The

prove the speed of convergence of the clustering process by improved EM clustering algorithm—uwhich forms the

using Bloom filters and data summaries. We evaluate SCAN core of SCAN—is used to compute the missing values
using the 1999 DARPA/Lincoln Laboratory intrusion detection in the audit dataset. The advantage of using the EM
evaluation dataset. algorithm is that unlike other imputation techniques,
1. Introduction EM computes the maximum likelihood estimates in

) ) ] parametric models based on prior information.
With the Internet having evolved in leaps and boundfne remaining parts of the paper are organized as follows.
over the past decade, most Intrusion Detection SysteSsection 2, we review related work. Section 3 describes
(IDS) have not been able to keep up with the advances i system model and the clustering algorithm used by

high speed networking. IDS products, currently deployed iCAN. In Section 4, we evaluate the performance of SCAN.
gigabit networks, need significant improvements beforg th&action 5 concludes the paper.

can offer adequate protection against attacks. A majofity 0
the products in the market today can detect less than héif Related Work
of the attacks directed at them, even though many of thoseNetwork anomaly detection systems, such as NIDES [1],
attacks are well documented [18]. learn a statistical model of normal network traffic and flag
In this paper, our focus is on network anomaly detection eviations from this model. NIDES uses a frequency-based
a large, high volume and high speed enterprise network. Guodel in which the probability of an event is estimated by
particular interest is on the detection of network anonsaliéts average frequency during training. The model is based on
when complete network audit data is not available. Athe distribution of source and destination IP addresses and
anomaly detection system builds a normal profile of theorts per transaction. NIDES models ports and addresses,
network and then detects deviations from normal usage pfi&gging differences between short and long term behavior.
terns. Traditionally anomaly detection systems have delie PHAD (Packet Header Anomaly Detector) [12], LERAD
on the availability ofclean and completedata for analysis. (LEarning Rules for Anomaly Detection) [13] and ALAD
This, however, is not a valid assumption. For example, {@pplication Layer Anomaly Detector) [14] use time-based
high speed gigabit networks it is impractical to store, sifgs models in which the probability of an event depends on the
and label network traffic to create a normal profile becausiene since it last occurred. For each attribute, the aforeme
of the large volume of network traffic. Another exampleioned schemes collect a set of allowed values and flag novel
can be seen in Mobile and Ad hoc Networks (MANETs)alues as anomalous. PHAD, ALAD, and LERAD differ in
Mobility, sleep patterns of mobile devices and other chathe attributes that they monitor. PHAD monitors 33 attrésut
acteristics unique to MANETS, prevent the collection ofrom the Ethernet, IP and transport-layer packet headers.
complete network data for analysis. ALAD models incoming server TCP requests: source and
In this paper, we describe and evaluate SCAN (Stochastiestination IP addresses and ports, opening and closing TCP
Clustering Algorithm for Network anomaly detection), arflags, and the list of commands (the first word on each line)
unsupervised network anomaly detection scheme. At thethe application payload. Depending on the attribute, it
core of SCAN is a stochastic clustering algorithm whicbuilds separate models for each target host, port number
is based on an improved version of the Expectatior{service), or host/port combination. LERAD also models
Maximization (EM) algorithm [5]. The EM algorithm’s TCP connections.



In network intrusion detection, the network traffic that

is available is primarily categoricalMany of the clustering Incoming Network

approaches that process categorical data, such as ROCK [8], Traffic

are often resource intensive. For example, ROCK has a high . g ‘,: PP
computational cost and requires sampling in order to scale - R B anping and Fiow Aggregation

to large datasets. Unsupervised approaciies detecting ===~~~ ~ : : /> -------- -
outliers in large dataset have been proposed [9], [17], bl Flow y . Flow

these approaches are primarily based on ordered data. %! "  Aggregation | ion | F99regation R

The idea to improve EM to work with large datasets is ngg! | FiovRecors 4= P [ TP Flow Records
new. The most important previous work comes from the mg! : :
chine learning community. Neat al.[15] introduce the idea g
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of using sufficient statisti®s In this work, the authors ana- & | Data : o 5': Data
lyze several variants of EM, conceptualizing the logarittm 2| | summarization | | & % 1 | Summarization
likelihood optimization as an optimization of an energ)g| T I Q| T
function. The key idea behind one of the variants presenté Csterng | 2 21 Clustering
in their work is to use sufficient statistics. They describe & Y I £ o Y
simple mixture problem with a dimensionality of one and &' | CusterCreator | |+ : ® 11 Cluster Creator
cluster size of two. They also show experimental evidence, ,/ : : q ’
of the superiority of their approach. However, their stusly i f—'—'—'—}“—‘-’- ------- ;—-------7---,---::::;:::-\\
incomplete as it does not address the problem of clustering ["\oma Profie * o ProlSaseline |
large datasets with high dimensionality. Problems reléted | | geemor [ P2 anager | Anomaly Detector {
numerical stability, proper initialization, and outlieatdling | : © Update e [
are not addressed in their work either. In [3], Bradley et! . : aise an et ’
al. present a scalable EM (SEM) algorithm that iterates in™—------- - - oo oo v ’

memory and also summarizes points through their sufficient Anomaly Detecton

statistics. To avoid locally optimal solutions, they reede
empty clusters and estimate several models concurrently,
sharing information across models. The scheme presented by
the authors, requires the user to specify what fraction ef th
working buffer should be from the entire database. The value . . .
for this parameter is typically 1%. The authors, however, do We employ a very simple flow aggregation algorithm (see
not explain why this value gives the best results. BIRCHIG- 2). Bloom filters [2] and associated arrays are used to
[19] and newer extensions of the classical EM algorithi$fore, retrieve and run membership queries on incoming flow

[3], [16] use data summarization to accelerate convergené@ta in a given time slice. When a packet is sampled, we
first identify the flow the packet belongs to by executing a

3. System Model and Design membership query in the Bloom filter based onfibev ID 4.
In this section, we describe the system model (see Fig.If)an existingflow ID cannot be found, a neflow ID is
and outline the design philosophy behind SCAN. SCAN hagenerated based on the information from the connection

Fig. 1: System model.

three major components: record. This is called thénsertion phaself the flow ID
1) Online Sampling and Flow Aggregation exists, the corresponding flow array is updated. If fllogv
2) Clustering and Data Reduction ID does not exist, we run thigow ID through each of the
3) Anomaly Detection k hash functions (that form a part of the Bloom filter), and

use the result as an offset into the bit vector, turning on the

We describe each unit in detail below. bit we find at that position. If the bit is already set, we leave

3.1 Online Sampling and Flow Aggregation it on.

In this module, network traffic is sampled and classified
into flows. In the context of SCAN, #ow is all the con- Connection Records
nections with a particular destination IP address and a port ST Far ver eiming Flowld

number combination. The measurement and characterization
of the sampled data proceeds in time slices. We process
the sampled packets intmnnection recordsBecause of its ,
compact size as compared to other types of records (€.9., \uron phoce o

packet logs), connection records are appropriate for datr—-=—=—="-="-- e s
analysis. Connection records provide the following fields: ! = NlewF\olw ‘Se:‘#ofmﬂnﬂowm vt
(SrcIR SrcPort DstI P, DstPort, ConnStatugProto, Duration) 1 F=rermeeme=a] 1 !

=0 )
or (i=1; i<=k; i++) :
If (bit Afhi(y)] =1) 1
8=0+1 |
[

1

1

Query Phase

L,

Each field can be used to correlate network traffic data and Fig. 2: Online sampling and flow aggregation algorithm.

extract intrinsic features of each connection. Bloom filters were first proposed in [2] as a space effi-

lCategorical data is data that fits into a small number of discrete categories. Cient_ data structqre for answering apprOXimate membership
2 learning approach in which the system parameters are adapted using only @id€ries over a given set. One drawback of Bloom filters is

information of the input and are constrained by pre-specified internal rules. It fe risk of false positives (i_e_’ returning a “yes” indic@
distinguished from a supervised approach by the fact that there aspniori output.

3A quantity T(X) that depends on the (observable) random varixbleut not on
the (unobservable) parametgiis called a statistic. A sufficient statistic captures all 4Theflow IDis a unique ID that is generated from a combination of the destination
of the information inX that is relevant to the estimation 6f IP address and the destination port number.



that a given element is in the set when it is not). The falde a maximum likelihood problem, our goal is to fi@that
positive probability is a function of the length of the filtermaximizesL.
and the number of items stored in it. The EM algorithm starts with an initial guess for the
To succinctly represent a s& = {x1,%z,...,xn} Of n parameters of the mixture model for each cluster and then
elements and support membership queries, we first selgetatively applies a process, viz., tl&xpectation StefE)
an arrayA consisting ofm 1-bit elements and initialize it to and theMaximization StegM), in order to converge to the
zero. In addition, we sele&tdistinct hash functionhy, ...,hy  maximum likelihood fit. In the E-step, the EM algorithm first
each with a range of [In]. During theinsertion phasgfor finds the expected value of the complete-data log-likelihoo
each elemenk € S, the bits at the positiofi(X),...,h«(X) given the observed data and the parameter estimates. In
in A are set to 1. In thequery phaseto check if an the M-step, the EM algorithm maximizes the expectation
elementy is in S, we check the value of the bits at positiongomputed in the E-step. The two steps of the EM algorithm
hi(y),...,hk(y) in A. The answer to the query isyeesif all
of these bits are one amtb otherwise.

Input: Dataset D and initial estimtes

3.2 Clustering and Data Reduction %ltput : hCl ustered set of data points.
i X L. A gorithm

The goal Qf CIUSte”ng |S_t0 d.N'de flows into natu_ra a) Initialize: Set aninitial guess for the probability
groups. The instances contained in a cluster are considered p to an arbitrary non-singular choice p’
to be similar to one another according to some metric b) Iterate: Al step k _
based on the underlying domain from which the instancges ) E Step: Determne cluster nmemberships. Compute

: . the sufficient statistics, assumng the paranmeter

are drawn. A stochastic clustering method (such as the val ues pl.
EM algorithm) assigns a data point to each group with|a i) M Step: Derive pl" as a maxinumlikel i hood
certain probability. Such statistical approaches makeesen estimate based on the sufficient statistics
in practical situations where no amount of training data js Swr?'c'licsttf;:i'n” ‘a*r‘]ed E‘ai‘ee‘i’f ot seen <o far
sufficient to make a completely firm decision about cluster ¢) Terninate: T A o ouhen
memberSh|PS- ) ) ) ) 1. The difference in the | og-1ikelihood between two

Stochastic clustering algorithms aim to find the mos consecuti ve steps

likely set of clusters given the training data and priar

h - - . LT, pMy — L, pM <&
expectations. The underlying model, used in the stochastic (TR - LT P <&

clustering algorithm, is called &inite mixture model A mrg iLsOtihSe tafg‘zulria'éel itf;‘tgodhflllrémon 109
mixture is a set of probability distributions—one for each = y Hhreshorclie use e
cluster—that models the attribute values of the members|of 2. Number of iterations = N (W use NE100),
that cluster. whi chever cones first

In the finite mixture model under consideration, we con-
sider a scenario where we assume that the distribufion Fig. 3: EM algorithm for clustering.

that describes incoming network traffito a servers is are repeated until an increase in the log-likelihood of the
distributed as a mixture of two populations [6]:nermal data, given the current model, is less than the accuracy
(N) distribution and ananomalous(A) distribution such thresholde. o

that theit" traffic elemerft, x, in a given time slicet is The EM algorithm isguaranteedto converge to a local
generated from theormal distributionN with a probability maximum which may or may not be the same as the global
of p or from ananomaloudistributionA with a probability maximum. Typically, the EM algorithm is executed multiple

of 1— p. In other words, times with different initial settings for the parameterues.
Then a given data point is assigned to the cluster with the
T=pN+(1-p)A. (1) largest log-likelihood score.

During the training phase, we set the baseline activity ferofi The classical EM algorithm does have a few disadvan-

assuming that all incoming traffic elements are generatt&ges. In general, the algorithm is hard to initialize and

from the normal distributiorN. the quality of the final solution depends on the quality of

. . . the initial solution. It may also converge to a poor locally

3.2.1 EM Algorithm-Based Clustering Algorithm optimal solution. This means that a solution may be accept-
We use the EM algorithm (see Fig. 3) to cluster data. Ttable, but is far from the optimal one. The EM algorithm

EM algorithm is a general method of finding the maximumaeeds an unknown number of iterations to converge to a

likelihood estimate of the parameters of a distributiomira good solution. That is, it is hard to set a threshold on

given data set when the dataset has missing values. For this maximum number of iterations that works. The EM

discussion, let us assume that we have a density functiaigorithm, therefore, usually requires several passes @ve

P(Z|®) that is governed by the set of paramet@sIn dataset.

addition, we have a dataset of sizedrawn from this i ,

distribution, Z = {z,...,z,}. The functionL(®|Z) is called ~ 3.2.2 Data Summaries for Data Reduction

the likelihood function and is defined as the likelihood of oy aim was to design a clustering algorithm which is

the parameters given the dataset, i.e., fast and requires only a few passes over the data. The data
n space is assumed to contain data points with both numerical

L(0|Z) =P(Z|0) = rlP(ZaIO) (2) and categorical attributes. The attributes of each datat poi

i= are thewords from the corresponding audit file line. Note

51t should be bointed out here that the incoming traffic could b , that we are using the ternword to loosely describe a
padfests°;fowse£°£fnegt‘:0n§_re at the incoming traffic could be composethef 1\ 5 hitored attribute (e.g., IP addresses, port numbers, etc
5The termtraffic elements used to denote any of the elements in one connectioh:rom the flow records that have been hashed and stored in

record. the Bloom filters and the associated arrays, we calcdiatiz



summarieqsee Fig. 4) for every time slice. Data reductio.earning steps (periodic M-steps) are used to accelerate co
techniques like sufficient statistics and data summaries aergence. By using data summaries, the clustering algorith

often used to enhance the speed of convergence of the Edh run the M-step at different frequencies while scanning
algorithm [16].

the connection records. We can minimize the convergence

Flow Concentration FactarTotal number of TCP flows that haweas the|
source,s as the destination server apdas the destination port in thi&
time slice.

Total number of data points per clustedumber of points per cluster.

Percentage of control packet®ercentage of control packets is specifig

an application. A change in the rate should identify an anomaly.
Percentage of data packets

Average flow duration over all flows

Maximum number of flows to a particular service

Average flow duration per destination

Sum of pointsSum of all the pointg; in the jt" clustery; i.e.,

S = Vi
Y(yi €Yj)

(©)

Sum of square of pointSum of square of all the poing in the j™" cluster
Yj e,

Q)

s§s= Yy )

Vi €Yj)

Percentage of same service to same h&&rcentage of incoming traff
that originates from a particular source port and terminates at a part|
destination IP address.

Percentage of same host to same serviRercentage of incoming traffic th
originates from a particular source IP address and terminates at a par
destination port.

Resent rateNumber of bytes that have been resent. Control packets ¢

as one byte.

The variance of the count of packef&his variance is an indicator of th

distribution of hosts contacted in a time interval. During the event pbr
scan, a high variance in the packet counts across all source-destinatio

should reveal an unusual spread in the number of machines contacteq

interval

time by running the M-step after every point. Unfortunately
the EM algorithm would not produce the globally optimal
solution in such a scenario. On the other hand, we can
produce a solution that is closer to the globally optimum
solution by executing the M-step after all the points

are read. This is, however, identical to the classical EM
algorithm and the convergence time would not be reduced.
Therefore, it is desirable to set the frequency of M-step
execution in between the two aforementioned cases, but
closer to the latter scenario. When a good approximation
to the solution has been reached, we can execute normal
EM iterations until the algorithm converges. During the ffina
step of the clustering algorithm, the Bloom filter and the
associated arrays are inspected, and the regions withsvalue
equal or greater than the threshold value are reported by the
algorithm as clusters.

3.2.3 Handling Missing Data in a Dataset

The most appropriate way to handle incomplete datasets
gan be determined if one can determine how the missing data
points got lost in the first place. Littlet al. [10] classify
ounmissing data into three categories: Missing Completely at
Random (MCAR), Missing at Random (MAR) and non-
ignorable.
npairs The technique of using the EM algorithm to handle

" fissing data is documented extensively in [10]. In the E-

c
cular

at
ticul

@

Wrong resent rate Number of bytes that were sent even after being step, SCAN computes the eXpeCted value of the Complete

acknowledged.
Duplicate ACK rate Number of duplicate acknowledgements received.

Data bytes sent in either directionTracks the number of data byte

exchanged per flow.

data’s log-likelihood value based on the complete datascase
and the clustering algorithm’s “best guess”. The actual
imputed values for the missing data points are not generated
In the M-step, the clustering algorithm inserts the expécte

[72]

Our enhancements to the EM algorithm consist of thr

Fig. 4: Data summaries.

stages:

values obtained from the E-step in place of the missing
Sata and then maximizes the likelihood function to obtain
néw parameter estimates. The new parameter estimates
are substituted back into the E-step and a new M-step is

» Stage I: At the end of each time slice, we make performed. The procedure iterates through these two steps
pass over the connection record dataset and build datail convergence is obtained. Convergence occurs when the
summaries. Data summaries are particularly importadifference in the parameter estimates from one iteration to
in the EM algorithm framework as they reduce thanother becomes less than the accuracy threshdlde EM

I/O time by avoiding repeated scans over the datalgorithm-based technique is purportedly the best maximum
In addition, data summaries allow periodic parametdikelihood estimation technique for dealing with missing
estimation as the records are being read. This enhandesa [11].

the speed of convergence of the EM algorithm. .

Stage Il: We make another pass over the dataset to buﬁt’?’ Anomaly Detection

cluster candidates using the data summaries collectedrlhe first task in an anomaly detection procesadsvork

in the first stage. After the frequently appearing wordsaselining Network baselining can be defined as the act
have been identified, the algorithm builds all clustesf measuring and rating the performance of a network.
candidates during this pass. The cluster candidatesoviding a network baseline requires evaluating the nbrma
are hashed and stored in Bloom filters and associateetwork utilization, protocol usage, peak network utilias,
arrays. The dataset is processed line by line. Whenaad average throughput of the network usage over a period
line is found to belong to one or more dense regiorsf time. Our approach to network baselining recognizes
(i.e., one or more frequently appearing words haude fact that any parametric model of network traffic is an
been discovered in the line), a cluster candidate &pproximation to reality. Since our ultimate goal is anomal
formed. This is the E-step of the EM algorithm, whereetection, which we formulate as detecting a marked change
the cluster membership is determined. If the clustém the baseline model parameters, we will not be solving
candidate is not present in the Bloom filter, it is insertethe more general problem of parameter estimation as an
into the filter with the value one. If the cluster candidatstermediate step to anomaly detection.

is present in the Bloom filter, the corresponding value In our model, elements of the network flow that are
in the array is incremented anomalous are generated from the anomalous distribution
Stage llI: Clusters are selected from the set of candiA), and normal traffic elements are generated from the
dates. normal distribution ). Therefore, the process of detecting



anomalies involves determining whether the incoming floextensively in IDS research and is one of the few openly
belongs to distributionA or distribution N. We use an available datasets. The dataset consists of five weeks of
approach similar to [6] and calculate the likelihood oTfCPDump data. Data from week 1 and 3 consist of normal
the two cases to determine the distribution to which thettack-free network traffic. Week 2 data consists of network
incoming flow belongs to. We assume that for normal traffitraffic with labelled attacks. The week 4 and 5 data are
there exists a functiofy which takes as parameters the sahe “Test Data” and contain 201 instances of 58 different
of normal element$\;, at timet, and outputs a probability unlabelled attacks, 177 of which are visible in the inside
distributionPy, over the datd generated by distributioi. TCPDump datd We trained SCAN on the DARPA dataset
Similarly, we have a functiorFa for anomalous elementsusing week 1 and 3 data, then evaluated the detector on
which takes as parameters the set of anomalous elerAentsveeks 4 and 5. Evaluation was done in an off-line manner.
and outputs a probability distributio,. Assuming thatp For our experiments, we only used the inside TCPDump
is the probability with which an element belongs toN, data.The 1999 DARPA dataset has five classes of attacks,
the likelihoodL; of the distributionT at timet is defined as viz., probes, denial-of-service (DoS) attacks, userstnt-r
n attacks, remote-to-local attacks, and data attacks. k& thi
L(T) = l_lPT (%) paper, we focus on DoS attacks.
i— For the purpose of anomaly detection, we first process the
data as mentioned in Section 3.1. Thereafter, we apply the
= |(p)™ Py ()] [ (1= p)A! Pa (xj)| SCAN clustering technique to the DARPA dataset. During
XiD\;, xj€ the training phasewe set up a baseline of normal activity.
(5) This is achieved by feeding the flow records and data
summaries, obtained after processingloemal TCPDump
The likelihood values are often calculated by taking theata, as inputs to the clustering algorithm. The cluster
natural logarithm of the likelihood rather than the likeldd boundaries that are obtained at the conclusion of this phase
itself because likelihood values are often very small nusibegives us the “boundary” of a normal cluster.
that are close to zero. We calculate the log-likelihood as The cluster centers, covariance matrices, and probaisiliti
follows: for each cluster that are obtained during thening phase
. ) are used as baseline inputs when SCAN is brought online.
LLe(T) = Nilin(p)+ _Z\lllnPNt(X') This is thetesting phase As incoming network data is
e processed and clustered by SCAN, any points that lie beyond
+ |AdIn(l—p)+ > InPa(Xj))  (6) a cluster boundary are termed aestliers Based on the
Xj€ tolerance level of the IDS and the relative distance of
We measure the likelihood of each flow, belong- the outliers from the cluster centers, the outliers will be

ing to a particular group by comparing the differenctdbelled as normal points or anomalies. In our simulations,
LL¢ (T) —LLe_1 (T). If this différence is greater than some/Ve assume that the tolerance level is zero, that is, durieg th
valuea, we declare the flow anomalous. We repeat this pr&Sting phaseany point that lies outside a cluster boundary
cess for every flow in the time interval. Note that we have t§ considered an anomaly.

recompute the probability distributiory, (%) andPa (x) 4.2 Simulation Results with Complete Audit Data
at every step because of changes in their distributions. . .
An IDS is evaluated on the basis of accuracy and ef-

4. Simulation Results ficiency. To judge the efficiency and accuracy of SCAN,

We evaluated SCAN using the 1999 DARPA intrusiofve use Receiver-Operating Characteristic (ROC) curves. An
detection evaluation data. The TCPDump files from thH8OC curve, which graphs theate of detectiorversus the
DARPA dataset consist of hundreds of thousands of lines féise positive ratiois one of the most widely used indicators
network data. Perl scripts were used to parse the TCPDusigperformance in evaluating an IDS. Tfadse positive ratio
files into connection records. The connection records wefe defined as the fraction of normal traffic (in our case,
then used to build the data summaries at the end of evépg fraction of all network flows) that is wrongly declared
time interval. We also aggregated the incoming netwoilomalous.
traffic into flows based on the flowID, and calculated various The performance of SCAN at detecting a SSH Process
network parameters (see Fig. 4) for every time intervd@able attack is shown !n Fig. 5. The attack is similar to _the
(duration of a time interval is 60 seconds). The resultingrocess Table attack in that the goal of the attacker is to
flow records and the data summaries were stored in plaiause theSSHDdaemon to spawn the maximum number of
text files, which were then used as inputs to the clusterimgocesses that the operating system will allow.
algorithm. SCAN was implemented in tHdATLAB envi- In Fig. 6 the performance of SCAN at detecting a SYN
ronment. flood attack is evaluated. A SYN flood attack is a type of a
: - : DoS attack. It occurs when an attacker makes a large number
4.1 Simulation Experiment Setup of half-open connections to a given port of a server during

Before we present the details of the simulation results, véeshort period of time. This causes the data structure in
would like to set forth three important assumptions that wige ‘tcpd’ daemon in the server to overflow. Due to the
have made. The primary assumptions of intrusion detectipoffer overflow, the system will be unable to accept any
are: user and/or network activities are observable and meyéw incoming connections till the queue empties.
importantly, normal and intrusive activities have distibe- We compared the performance of SCAN with that of the
havior. In addition, we also assume that anomalous activigzNearest Neighbor$KNN) clustering algorithm proposed
forms a small percentage of total network activity.

We use the DARPA dataset to evaluate SCAN. The7rye inside TcPDump data is the data collected by a sniffer located inside a
DARPA dataset, despite its shortcomings, has been usediated military base.
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Fig. 5: ROC curve for SSH
Process Table attack detection.

Fig. 6: ROC curve for SYN Flood
(Neptune) attack detection.

Fig. 7: Accuracy of clustering vs
percentage of missing data.

Fig. 8: ROC curve for SYN Flood
(Neptune) attack detection with
and without missing data.
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techniques that work with unlabelled data [5] A. P. Dempster, N. M. Laird and D. B. Rubifivaximum likelihood

o : from incomplete data via the EM algorithm’'d. Royal Statistical
4.3 Effect of Missing Data Soc. (1977) _ _ _
. . o [6] E. Eskin,“Anomaly detection over noisy data using learned proba-

In the simulations, we assume that the missing data  bility distributions”, In Proc. of the Seventeenth Int. Conference on

icgj i icgj Machine Learning (ICML). (2000)
are missing at random (MAR)' To mtroducté)/o_mlssmg [7] E. Eskin., A. Arnold, M. Prerau, L. Portnoy and S. StolftA
features to a data set @ records, each of which has geometric framework for unsupervised anomaly detectiogteBting
features, we select randomlyN x D x F) /100] records. intrusions in unlabeled data.In D. Barbara and S. Jajodia (editors),
For each selected record, we delete a rand0m|y ChOS%ﬂ Applications of Data Mining in Computer Security, Kluwer.0@)
feature to obtain a MAR dataset.

Fig. 7 shows the accuracy of clusteffngersus percentage
of missing data. It can be seen that even with 10% missini§!
data, the accuracy of clustering is in the high eighties. As
expected, we see that the accuracy of clustering as well[ag
the performance of the anomaly detection scheme degr?,\fjéei?
with increasing percentage of missing data. In Fig. 8,
plot SCAN’s ROC curves for when complete audit data ig2]
available and for when 5% of the audit data is missing.

5. Conclusion [13]

In this paper, we have presented an anomaly detection
scheme—called SCAN—that uses an enhanced EM cl&4
tering algorithm to cluster incoming network traffic. We
evaluated SCAN’s performance using the 1999 DARPAS5]
intrusion detection dataset. The salient features of SCAN
include: 16]

« The ability to detect anomalous network events witL
relatively high accuracy in the absence of completé’]
audit data.

« Improvement in the clustering algorithm’s convergenci@s]
speed which was achieved by using a combination of
data summaries, Bloom filters and associated arrays.

As part of our future work, we plan to investigate thél9]
feasibility of applying SCAN for real-time or near real-gm
anomaly detection. Another aspect of anomaly detection tha
we would like to explore imetwork trend predictionWe
plan to study a dynamic Bayesian network based temporal
detection paradigm that uses the collected data summaries
for long term network trend prediction and rule adaptation.
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